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1. Which of the following attack methods of 24L can be used in the strike phase of the cyber
attack chain? (multiple selection).

A. DoS attacks
B. Virus attack
C. Drag the library

D. IP packet attack with routing record entries

Answer(s): A,B,C

2. How long does the three-level guarantee re-evaluate

A. - years

B. 2 years

C. Half

Answer(s): A

3. NIP's service interfaces are all working at Layer 2, which can not change the customer's
existing network topology. It provides direct and transparent access to the customer network In
addition, the default threat protection policy is configured, and protection can be started after
connecting to the network.

A. TRUE

B. FALSE



Answer(s): A

4. Employees visit illegal or malicious websites at will Viruses, Trojans, and worms will be
attacked, so we need to enable URL filtering. Which of the following options is a feature of URL
Shopping?

A. Control is performed during the URL request phase of making HTTP/HTTPs Fine control granularity
Can be controlled down to the directory and file level

B. The impact on performance is small And all services corresponding to the domain name can be
controlled

C. Control in the domain name resolution stage, control the granularity Control can only be done down to
the domain name level

D. Great impact on performance However, only HTTP/HTTPS access is controlled

Answer(s): A,D

5. Which of the following scenarios is for network intrusion prevention? (multiple selection).

A. The boundary between the campus network and the Internet

B. The front end of the firewall for the exit of the corporate network.

C. IDC or server cluster frontend.

D. Between branches of the company's network interconnection.

Answer(s): A,C,.D

6. About black box testing in paint through testing Primarily to find problems with which of the
following options?

A. Whether there are initialization or terminating errors

B. Whether the performance can meet the requirements



C. Whether there are incorrect or missing features

D. Test the validity of internal data structures

Answer(s): A,B,C

7. Data storage security is part of the customer's overall security program It is also an important
part of data center security and organizational security. Which of the following options is important
to keep your data storage secure?

A. Ensure data integrity
B. Encrypted storage of data
C. Data Backup and Recovery

D. Protection against data destruction

Answer(s): A,B,C,D

8. The global nature of the Internet exposes Teb services to attacks of varying sizes, sizes, and
sophistications So which of the following options can secure Web services?

A. run IIS Lockdown Wizzard
B. Disable default and management of web sites
C. Disable network printing

D. Install the latest operating system patches

Answer(s): A,B,C,D

9. End devices and users must authenticate and authorize before they can access the post-
authentication domain.



A. TRUE

B. FALSE

Answer(s): B

10. Which of the following options is a major cause of business disruption in the cloud? (multiple
selection).

A. Data breach

B. Cyber attacks

C. Viruses

D. Vulnerabilities

Answer(s): B,C,.D

11. IPS (Intrusion Prevention System) is an application-layer-based security appliance, so which
of the following options is it used to match attack identification?

A. Destination IP address

B. Feature library

C. Source IP address

D. Port number

Answer(s): B

12. Right to request rectification by the data controller Which right of the data subject does the
data subject belong to the completion of inaccurate/incomplete personal data? (single selection).

A. Right to Measure and Remove



B. Right to Correction

C. Right to know

D. Right of Access

Answer(s): B

13. The USG firewall is connected to the corporate intranet through a router After the firewall is
configured with the cross-Layer 3 MAC identification feature, then the security policy of the
firewall can configure the MAC address as a match condition o

A. TRUE

B. FALSE

Answer(s): A

14. What are the options for the IPDRR process? (multiple selection).

A. Plan
B. Recovery
C. Response

D. Protection

Answer(s): B,C,.D

15. As a network administrator, if you want to understand the security events of web attacks by
viewing the logs on the WAF. What kind of logs do | need to see? (single selection).

A. System logs

B. Operation log



C. Application protection logs

D. Anti-tamper log

Answer(s): C

16. What are the logical/technical access controls in the following equation? (multiple selection).

A. Encryption

B. Employment Guidelines

C. Camera

D. Access control list

Answer(s): A,D

17. The HUAWEI CLOUD Dedicated HSM service can be used to handle operations such as
encryption and decryption, signing, signature verification, key generation, and key security
storage. After the user purchases the service, the provider has full control over the generation,
storage and access authorization of the key.

A. TRUE

B. FALSE

Answer(s): A

18. By default, the firewall authenticates traffic that passes through itself.

A. TRUE

B. FALSE

Answer(s): B



19. In 2017, hackers unveiled a slew of cyberattack tools, including Eternal Blue tools. Then *
Eternal Blue exploits the vulnerability of which of the following options of the Windows system
can obtain the maximum relaxation limit of the system.

A. Printer vulnerability

B. UMCODE vulnerability

C. SMB vulnerabilities

D. Frontpage server extension vulnerability

Answer(s): D

20. The significance of information security standards is to provide an overall level of security
Optimize security resource allocation (single selection).

A. TRUE

B. FALSE

Answer(s): A




