Certified Data Privacy Solutions
Engineer

1. What should be the PRIMARY consideration of a multinational organization deploying a user

and entity behavior analytics (UEBA) tool to centralize the monitoring of anomalous employee
behavior?

A. Cross-border data transfer
B. Support staff availability and skill set
C. User noti cation

D. Global public interest

Answer(s): B

2. Which of the following should be the FIRST consideration when conducting a privacy impact
assessment (PI1A)?

A. The applicable privacy legislation
B. The quantity of information within the scope of the assessment
C. The systems in which privacy-related data is stored

D. The organizational security risk pro le

Answer(s): C

3. Which of the following BEST represents privacy threat modeling methodology?

A. Mitigating inherent risks and threats associated with privacy control weaknesses



B. Systematically eliciting and mitigating privacy threats in a software architecture

C. Reliably estimating a threat actor's ability to exploit privacy vulnerabilities

D. Replicating privacy scenarios that re ect representative software usage

Answer(s): A

4. An organization is creating a personal data processing register to document actions taken with
personal data.

Which of the following categories should document controls relating to periods of retention for
personal data?

A. Data archiving

B. Data storage

C. Data acquisition

D. Data input

Answer(s): A

5. Data collected by a third-party vendor and provided back to the organization may not be
protected according to the organization's privacy notice.
Which of the following is the BEST way to address this concern?

A. Review the privacy policy.

B. Obtain independent assurance of current practices.

C. Re-assess the information security requirements.

D. Validate contract compliance.

Answer(s): D




6. During the design of a role-based user access model for a new application, which of the
following principles is MOST important to ensure data privacy is protected?

A. Segregation of duties
B. Unique user credentials

C. Two-person rule

D. Need-to-know basis

Answer(s): A

7. Which of the following should FIRST be established before a privacy o ce starts to develop a
data protection and privacy awareness campaign?

A. Detailed documentation of data privacy processes
B. Strategic goals of the organization
C. Contract requirements for independent oversight

D. Business objectives of senior leaders

Answer(s): B

8. Which of the following features should be incorporated into an organization's technology stack
to meet privacy requirements related to the rights of data subjects to control their personal data?

A. Providing system engineers the ability to search and retrieve data

B. Allowing individuals to have direct access to their data
C. Allowing system administrators to manage data access

D. Establishing a data privacy customer service bot for individuals



Answer(s): B

9. Which of the following is the GREATEST concern for an organization subject to cross-border
data transfer regulations when using a cloud service provider to store and process data?

A. The service provider has denied the organization's request for right to audit.
B. Personal data stored on the cloud has not been anonymized.
C. The extent of the service provider's access to data has not been established.

D. The data is stored in a region with different data protection requirements.

Answer(s): D

10. When con guring information systems for the communication and transport of personal data,
an organization should:

A. adopt the default vendor speci cations.
B. review con guration settings for compliance.
C. implement the least restrictive mode.

D. enable essential capabilities only.

Answer(s): B

11. Which of the following helps de ne data retention time is a stream-fed data lake that includes
personal data?

A. Information security assessments

B. Privacy impact assessments (PIAS)

C. Data privacy standards



D. Data lake con guration

Answer(s): B

12. When evaluating cloud-based services for backup, which of the following is MOST important
to consider from a privacy regulation standpoint?

A. Data classi cation labeling
B. Data residing in another country
C. Volume of data stored

D. Privacy training for backup users

Answer(s): A

13. Which of the following should be the FIRST consideration when selecting a data sanitization
method?

A. Risk tolerance
B. Implementation cost
C. Industry standards

D. Storage type

Answer(s): D

14. Which of the following system architectures BEST supports anonymity for data transmission?

A. Client-server

B. Plug-in-based



C. Front-end

D. Peer-to-peer

Answer(s): B

15. Of the following, who should be PRIMARILY accountable for creating an organization's
privacy management strategy?

A. Chief data o cer (CDO)

B. Privacy steering committee

C. Information security steering committee

D. Chief privacy o cer (CPO)

Answer(s): C

16. Which of the following is the BEST way to protect personal data in the custody of a third
party?

A. Have corporate counsel monitor privacy compliance.

B. Require the third party to provide periodic documentation of its privacy management program.

C. Include requirements to comply with the organization's privacy policies in the contract.

D. Add privacy-related controls to the vendor audit plan.

Answer(s): C

17. Which of the following is MOST important to ensure when developing a business case for the
procurement of a new IT system that will process and store personal information?

A. The system architecture is clearly de ned.



B. Arisk assessment has been completed.

C. Security controls are clearly de ned.

D. Data protection requirements are included.

Answer(s): D

18. Which of the following is the BEST way to validate that privacy practices align to the
published enterprise privacy management program?

A. Conduct an audit.

B. Report performance metrics.

C. Perform a control self-assessment (CSA).

D. Conduct a benchmarking analysis.

Answer(s): D

19. Which of the following is the GREATEST bene t of adopting data minimization practices?
A. Storage and encryption costs are reduced.
B. Data retention e ciency is enhanced.
C. The associated threat surface is reduced.

D. Compliance requirements are met.

Answer(s): B

20. An organization want to develop an application programming interface (API) to seamlessly
exchange personal data with an application hosted by a third-party service provider. What should
be the FIRST step when developing an application link?



A. Data tagging

B. Data normalization

C. Data mapping

D. Data hashing

Answer(s): C




