
Configuring Windows Server Hybrid
Advanced Services

1. DRAG DROP (Drag and Drop is not supported)
You are planning the implementation of Cluster2 to support the on-premises migration plan. You need to
ensure that the disks on Cluster2 meet the security requirements.
In which order should you perform the actions? To answer, move all actions from the list of actions to the
answer area and arrange them in the correct order.
Select and Place:

A. See Explanation section for answer.

Answer(s): A

2. HOTSPOT (Drag and Drop is not supported)
You need to implement a security policy solution to authorize the applications. The solution must meet the
security requirements.
Which service should you use to enforce the security policy, and what should you use to manage the policy
settings? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:

A. See Explanation section for answer.

Answer(s): A

3. You are remediating the firewall security risks to meet the security requirements. What should you
configure to reduce the risks?

A. a Group Policy Object (GPO)



B. adaptive network hardening in Microsoft Defender for Cloud

C. a network security group (NSG) in Sub1

D. an Azure Firewall policy

Answer(s): A

4. You are planning the deployment of Microsoft Sentinel.
Which type of Microsoft Sentinel data connector should you use to meet the security requirements?

A. Threat Intelligence - TAXII

B. Azure Active Directory

C. Microsoft Defender for Cloud

D. Microsoft Defender for Identity

Answer(s): D

5. HOTSPOT (Drag and Drop is not supported)
You need to configure BitLocker on Server4.
On which volumes can you turn on BitLocker, and on which volumes can you turn on auto-unlock? To
answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:

A. See Explanation section for answer.

Answer(s): A

6. HOTSPOT (Drag and Drop is not supported)
What is the effective minimum password length for User1 and Admin1? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.



Hot Area:

A. See Explanation section for answer.

Answer(s): A

7. HOTSPOT (Drag and Drop is not supported)
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each
correct selection is worth one point.
Hot Area:

A. See Explanation section for answer.

Answer(s): A

8. HOTSPOT (Drag and Drop is not supported)
With which servers can Server1 and Server3 communicate? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.



Hot Area:

A. See Explanation section for answer.

Answer(s): A

9. Note: This question is part of a series of questions that present the same scenario. Each question in the
series contains a unique solution that might meet the stated goals. Some question sets might have more
than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen. You have a server named Server1 that runs Windows Server.
You need to ensure that only specific applications can modify the data in protected folders on Server1.
Solution: From Virus & threat protection, you configure Controlled folder access.
Does this meet the goal?

A. Yes

B. No

Answer(s): A

10. Note: This question is part of a series of questions that present the same scenario. Each question in the
series contains a unique solution that might meet the stated goals. Some question sets might have more
than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen. You have a server named Server1 that runs Windows Server.
You need to ensure that only specific applications can modify the data in protected folders on Server1.
Solution: From Virus & threat protection, you configure Tamper Protection Does this meet the goal?

A. Yes

B. No

Answer(s): B

11. Note: This question is part of a series of questions that present the same scenario. Each question in the
series contains a unique solution that might meet the stated goals. Some question sets might have more
than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen. You have a server named Server1 that runs Windows Server.
You need to ensure that only specific applications can modify the data in protected folders on Server1.



Solution: From App & browser control, you configure the Exploit protection settings.
Does this meet the goal?

A. Yes

B. No

Answer(s): B

12. DRAG DROP (Drag and Drop is not supported)
You have an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure Active
Directory (Azure AD) tenant. The AD DS domain contains a domain controller named DC1. DC1 does NOT
have internet access.
You need to configure password security for on-premises users. The solution must meet the following
requirements:
-Prevent the users from using known weak passwords.
-Prevent the users from using the company name in passwords.
What should you do? To answer, drag the appropriate configurations to the correct targets. Each
configuration may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Select and Place:

A. See Explanation section for answer.

Answer(s): A

13. HOTSPOT (Drag and Drop is not supported)
The Default Domain Policy Group Policy Object (GPO) is shown in the GPO exhibit. (Click the GPO tab.)



The members of a group named Service Accounts are shown in the Group exhibit. (Click the Group tab.)



An organizational unit (OU) named ServiceAccounts is shown in the OU exhibit. (Click the OU tab.)

You create a Password Settings Object (PSO) as shown in the PSO exhibit. (Click the PSO tab.)



For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:

A. See Explanation section for answer.

Answer(s): A

14. DRAG DROP (Drag and Drop is not supported)
Your network contains an Active Directory Domain Services (AD DS) domain. You need to implement a
solution that meets the following requirements:
-Ensures that the members of the Domain Admins group are allowed to sign in only to domain controllers
-Ensures that the lifetime of Kerberos Ticket Granting Ticket (TGT) for the members of the Domain Admins
group is limited to one hour
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list



of actions to the answer area and arrange them in the correct order.
Select and Place:

A. See Explanation section for answer.

Answer(s): A

15. You have an Azure virtual machine named VM1 that runs Windows Server. You plan to deploy a new
line-of-business (LOB) application to VM1.
You need to ensure that the application can create child processes.
What should you configure on VM1?

A. Microsoft Defender Credential Guard

B. Microsoft Defender Application Control

C. Microsoft Defender SmartScreen

D. Exploit protection

Answer(s): D

16. HOTSPOT (Drag and Drop is not supported)
Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The
domain contains the organizational units (OUs) shown in the following table.

In the domain, you create the Group Policy Objects (GPOs) shown in the following table.

You need to implement IPsec authentication to ensure that only authenticated computer accounts can
connect to the members in the domain. The solution must minimize administrative effort.
Which GPOs should you apply to the Domain Controllers OU and the Domain Servers OU? To answer,
select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Hot Area:

A. See Explanation section for answer.

Answer(s): A

17. You have 100 Azure virtual machines that run Windows Server. The virtual machines are onboarded to
Microsoft Defender for Cloud.
You need to shut down a virtual machine automatically if Microsoft Defender for Cloud generates the
"Antimalware disabled in the virtual machine" alert for the virtual machine.
What should you use in Microsoft Defender for Cloud?

A. a logic app

B. a workbook

C. a security policy

D. adaptive network hardening

Answer(s): A

18. You have a Microsoft Sentinel deployment and 100 Azure Arc-enabled on-premises servers. All the Azure
Arc-enabled resources are in the same resource group.
You need to onboard the servers to Microsoft Sentinel. The solution must minimize administrative effort.
What should you use to onboard the servers to Microsoft Sentinel?

A. Azure Automation

B. Azure Policy

C. Azure virtual machine extensions

D. Microsoft Defender for Cloud

Answer(s): B

19. You have an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure
Active Directory (Azure AD) tenant by using password hash synchronization.
You have a Microsoft 365 subscription. All devices are hybrid Azure AD-joined.
Users report that they must enter their password manually when accessing Microsoft 365 applications.



You need to reduce the number of times the users are prompted for their password when they access
Microsoft 365 and Azure services. What should you do?

A. In Azure AD, configure a Conditional Access policy for the Microsoft Office 365 applications.

B. In the DNS zone of the AD DS domain, create an autodiscover record.

C. From Azure AD Connect, enable single sign-on (SSO).

D. From Azure AD Connect, configure pass-through authentication.

Answer(s): C

20. You have an Azure subscription that has Microsoft Defender for Cloud enabled. You have 50 Azure
virtual machines that run Windows Server.
You need to ensure that any security exploits detected on the virtual machines are forwarded to Defender for
Cloud. Which extension should you enable on the virtual machines?

A. Vulnerability assessment for machines

B. Microsoft Dependency agent

C. Log Analytics agent for Azure VMs

D. Guest Configuration agent

Answer(s): A


