Microsoft Identity and Access Administrator

1. You need to resolve the issue of the sales department users.
What should you configure for the Azure AD tenant?

A. the Device settings
B. the User settings
C. the Access reviews settings

D. Security defaults

Answer(s): B

2. You need to resolve the issue of IT_Groupl.
What should you do first?

A. Change Membership type of IT_Groupl to Dynamic User.

B. Recreate the IT_Groupl group.

C. Change Membership type of IT Groupl to Dynamic Device.

D. Add an owner to IT_Groupl.

Answer(s): B

3. You need to implement the planned changes for litware.com.
What should you configure?

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com

B. Azure AD Connect to include the litware.com domain

C. staging mode in Azure AD Connect for the litware.com domain

Answer(s): A

4. You need to allocate licenses to the new users from ADatum. The solution must meet the technical
requirements.
Which type of object should you create?



A. a Dynamic User security group

B. a distribution group

C.anOU

D. an administrative unit

Answer(s): A

5. You need to sync the ADatum users. The solution must meet the technical requirements.
What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.

B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.

Answer(s): A

6. HOTSPOT (Drag and Drop is not supported)
You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Obiject to create for each branch office: | v
An administrative unit
A custom role
A Dynamic User security group
An QU
Tool to use: v

Azure Active Directory admin center

Active Directory Administrative Center

Active Directory module for Windows PowerShell
Microsoft 365 admin center

A. See Explanation section for answer.

Answer(s): A




7. You need to meet the planned changes and technical requirements for Appl.
What should you implement?

A. a policy set in Microsoft Intune

B. Azure AD Application Proxy

C. an app configuration policy in Microsoft Intune

D. an app registration in Azure AD

Answer(s): D

8. HOTSPOT (Drag and Drop is not supported)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the
licensing requirements.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Azure AD Connect settings to modify: e
Directory E_xtensions
Daomain Filtering
Optional Features
Assign Azure AD licenses to: -

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

A. See Explanation section for answer.

Answer(s): A

9. You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable password hash synchronization in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Configure an authentication method policy in Azure AD.

D. Enable federation with PingFederate in Azure AD Connect.

Answer(s): A




10. HOTSPOT (Drag and Drop is not supported)

You need to identify which roles to use for managing role assignments. The solution must meet the
delegation requirements.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

To manage Azure AD built-in role assignments, use: -
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. See Explanation section for answer.

Answer(s): A

11. HOTSPOT (Drag and Drop is not supported)

You need to create the LWGroupl group to meet the management requirements.

How should you complete the dynamic membership rule? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
{user.cbjectId -ne | ¥ ) and (user.userType — &g v
‘Guest” “Guest”
“‘Member” ‘Member”
MNull MNull

A. See Explanation section for answer.

Answer(s): A

12. You need to configure the detection of multi-staged attacks to meet the monitoring requirements.
What should you do?

A. Customize the Microsoft Sentinel rule logic.

B. Create a workbook.

C. Add Microsoft Sentinel data connectors.



D. Add an Microsoft Sentinel playbook.

Answer(s): A

13. You have an Azure Active Directory (Azure AD) tenant that contains the following objects:
-A device named Devicel

-Users named Userl, User2, User3, User4, and User5

-Groups named Groupl, Group2, Group3, Group4, and Group5

The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1. User3, Group2, Group3
Group?2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned Userd
Grouph Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5

C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer(s): B

14. You have a Microsoft Exchange organization that uses an SMTP address space of contoso.com.
Several users use their contoso.com email address for self-service sign-up to Azure Active Directory (Azure
AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-
service sign-up to Microsoft 365 services.

Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer(s): A




15. You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for
Azure Active Directory (Azure AD) are configured as shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview) ()

Learn more
(O Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (O

Yes Mo

Members can invite
—_— N

Yes No

Guests can invite (D

-

i
Yes
R “4

Email One-Time Passcode for guests (0
Learn mare

i’ Y

Yes No

ko A

Enable guest self-service sign up via user flows (Preview) (O
Learn more
{  VYes No

Collaboration restrictions

(@) Allow invitations to be sent to any domain (most inclusive)

O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users
shown in the following table.

Name Email Description
Usert Useri@contoso.com A guest user in fabrikam.com
A user who has never accessed
User2 User2@outlook.com resources in fabrikam.com
User3 User3@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3

Answer(s): B

16. You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are
assigned to individual users.

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5
licenses to the users.



You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of
administrative effort.
What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center

B. the Set-AzureAdUsercmdlet
C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKeycmdlet

Answer(s): C

17. HOTSPOT (Drag and Drop is not supported)
You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type Invitation accepted Shared resource
User1@outlook.com | Guest No Enterprise
application
User2@fabrikam.com | Guest Yes Enterprise
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the
Collaboration restrictions settings as shown in the following exhibit.

Collaboration restrictions

(_) Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

(®) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS
Cutlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
User1 can accept the invitation and gain access to the enterprise application. O @
User2 can access the enterprise application. (&) O

User3 can accept the invitation and gain access to the SharePoint site. (@] O



A. See Explanation section for answer.

Answer(s): A

18. You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part
of the solution

NOTE: Each correct selection is worth one point.

(J A. email address

(J B. redirection URL

[(J C.username

(J D. shared key

(J E. password

Answer(s): AB

19. You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following
table.

Name Type Directly assigned license
Useri User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group2 Microsoft 365 group None
Group3 Mail-enabled security group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only

C. Userl, User2, Groupl and Group2

D. Userl and User2 only

E. User2 only

Answer(s): E

20. DRAG DROP (Drag and Drop is not supported)
You have an on-premises Microsoft Exchange organization that uses an SMTP address space of
contoso.com. You discover that users use their email address for self-service sign-up to Microsoft 365



services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains
the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

name.

From the Microsoft 365 admin center, add the domain ©

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS zone.

A. See Explanation section for answer.

Answer(s): A




