Blue Coat Certified Proxy Professional

1. If the ProxySG and a client cannot successfully authenticate the use of Kerberos credentials

during authentication in a realm where use of Kerberos credentials is enabled, what happens to
the authentication request?

A. The request automatically downgrades and tries to use Basic credentials.

B. The request automatically downgrades and tries to use NTLM credentials, and then Basic credentials.

C. The request fails.

Answer(s): B

2. What does this CPL layer do?

A. Sets the group attribute of Administrators for all users whose transactions are allowed.

B. Sets the transaction status to Allow for all users who have the group attribute of Administrators.

C. Nothing.

D. This policy contains a syntax error and cannot be installed.

Answer(s): B

3. When a policy layer has set one or more actions to yes, when are these actions performed?
A. At the end of policy processing, in the order they were encountered.
B. Depending on the transaction, not all such actions are necessarily taken.

C. In order when they are encountered during policy processing.



D. At the end of policy processing, in the reverse order they were encountered.

Answer(s): A

4. What is the protocol used for Blue Coat Director to communicate with ProxySG?

A. SSH v2

B. SSL

C. Telnet

D. HTTPS

Answer(s): A

5. Which of the following hostnames are NOT matched by the regular expression "www (0 9) (O-
9)? \ .foo\ .com")

A. wwwO01.foo.com

B. www11.foo.com

C. wwwl.foo.com

D. www.foo.com

Answer(s): D

6. Steaming traffic is better managed by using ProxySG's admission control features.

A. False

B. True

Answer(s): A



7. How can you test whether an authentication realm has been properly configured on the
ProxySG without requiring valid user credentials?

A. The Test Configuration button in the Management Console for this realm.

B. You cannot do this.

C. The realm browser in the VPM.

Answer(s): A

8. Which method of controlling downloads of certain file types works fastest on ProxySG?

A. Apparent Data Type

B. File extension

C. MIME Type

Answer(s): B

9. A policy trace can be enabled for any layer type.

A. False

B. True

Answer(s): B

10. On the ProxySG, where can you specify whether a client is permitted to allow an untrusted
server certificate? (Select all that apply)

A.In CPL.

B. In the VPM.



C. In the Management Console.

Answer(s): C

11. The Access Control List (ACL) option in the management console (configured by the menu
item Configuration >Authentication >Console access) will be enforced for which types of
administrative accounts? (Choose all that apply)

A.c &donly

B.a &b only
C.conly

D. None of the above

E. All of the above

Answer(s): E

12. If a mobile client is using ProxyClient and sends traffic through a ProxySG, which content
filtering policy has priority?

A. The policy on the ProxyClient.
B. The policy that is evaluated first.
C. The policy on the ProxySG.

D. It depends on whether any policy has been installed on the ProxySG to disable ProxyClient content
filtering on that transaction.

E. The policy that is evaluated last.

Answer(s): AE




13. When writing CPL, should layers containing the most general rules usually appear near the
beginning or the end of a policy file?

A. Near the beginning.

B. Near the end

Answer(s): A

14. Which of the following are true when attempting to deny access to file types?

A. MIME type objects are matched against the Content-type response header; File Extension objects are
matched against the GET request header; Apparent Data Type objects are matched against response
data.

B. MIME type objects are matched against the Content-encoding response header; File Extension
objects are matched against the GET request header; Apparent Data Type objects are matched against
response data.

C. MIME type objects are matched against the Content-type request header; File Extension objects are
matched against the GET response header; Apparent Data Type objects are matched against request
data.

D. MIME type objects are matched against the Content-type response header; File Extension objects are
matched against the GET request header; Apparent Data Type objects are matched against request
data.

Answer(s): B

15. What are the two main functions of configuring forwarding in ProxySG? (Choose all that
apply)



A.c &donly

B.a &b only

C.b &conly

D.d & aonly

Answer(s): C

16. Which authentication realm is NOT supported for authenticating administrators to the
management console?

A. Local

B. Sequence

C. Radius

D. IWA

E. All the above are supported

Answer(s): E

17. By, default is a Forwarding layer in the VPM processed before or after a Web Access layer?

A. Before

B. After

Answer(s): B

18. When a URL-based trigger is used in CPL, the compiler analyzes the source to determine the
most efficient trigger to achieve the desired result.



A. False

B. True

Answer(s): B

19. Apparent Data Type objects can be created in the VPM for which of the following file types?
(Choose all that apply)

A.a,c&donly

B.a, b &conly

C.b,c&donly

D. All of the above

Answer(s): D

20. Which of the following cashing techniques utilize retrieval workers to keep the contents of the
cache fresh? (Choose all that apply.)

A.a & bonly

B. b &conly

C. All of the above

D. b only

Answer(s): D




