Symantec Certified Administrator

1. The business data owner is unavailable.
A. Alternate approver
B. Alternate data owner
C. Any user with the approver role

D. IT administrator

Answer(s): A

2. With respect to the entitlements workflow, what is the first step that is performed?

A. Gather business data

B. Assign a data owner

C. Import entitlements

D. Mark control point

Answer(s): D

3. A company needs to protect all Mergers and Acquisitions Agreements from leaving the
organization. However, there is standard text that is included in all company literature that they
would like to exclude.

A. create a whitelisted.txt file after creating the Indexed Document Matching (IDM) profile

B. create a whitelisted.txt file before creating the Indexed Document Matching (IDM) profile



C. create a whitelisted.txt file before creating the Exact Data Matching (EDM) profile

D. create a whitelisted.txt file after creating the Exact Data Matching (EDM) profile

Answer(s): B

4. The Symantec Control Compliance Suite 9.0 (CCS 9.0) stores large amounts of data in
databases. The database administrator must perform tasks on the databases outside of CCS 9.0

to maintain the databases and to ensure that the databases are performing at an acceptable
level.

A. Refresh the databases

B. Back up the databases

C. Update the database statistics
D. Configure the databases

E. Rebuild the indexes

Answer(s): B,C,E

5. Which two benefits does the Policy Module provide? (Select two.)

A. lowers the cost of policy creation and maintenance and measures policy knowledge and retention

B. integrates the policy compliance process with existing asset management systems

C. identifies problems within policies or internal controls and prevents policy compliance failure or data
breach

D. defines, reviews, and disseminates written policies to end users as mapped to specific measurable
controls

E. determines coverage gaps for multiple, overlapped regulatory, industry-specific, or best practices
frameworks



Answer(s): D,E

6. Which two database versions does Symantec Data Loss Prevention 11.5 support for incident
and policy storage? (Select two.)

A. IBM DB2 version 8.2

B. SQL Server 2008 R2 version 10.50.1753

C. Oracle 9i version 9.2.0.4

D. Oracle 11g version 11.2

E. Oracle 10g version 10.2.0.4

Answer(s): D,E

7. Which two options are available when selecting an incident for deletion? (Select two.)
A. Delete the incident completely
B. Delete the incident and export incident details to .CSV file
C. Delete the original message and retain the incident
D. Delete the incident and retain the original message

E. Delete all attachments or files and export incident to .XML file

Answer(s): A,C

8. When and how is the license for Symantec Data Loss Prevention 11.5 applied during
installation?



A. by copying and pasting the license key when prompted during the installation

B. by copying and pasting the license key after logging in to the console for the first time

C. by moving the license file to the bin directory after installation

D. by uploading the license file when prompted by the installer

Answer(s): D

9. Which two Symantec Control Compliance Suite 9.0 roles are valid for exception management?
(Select two.)

A. Exception Requestor

B. Exception Approver

C. Exception Administrator

D. Exception Auditor

E. Exception Owner

Answer(s): A,B

10. Which situation can be monitored by both Network Monitor and Endpoint Prevent?

A. An employee uses AIM to send an instant message while off the corporate network.

B. An employee uses a Chrome 2 browser to post confidential data to a newsgroup using http.

C. An employee uses Internet Explorer 7 to send confidential data from a Gmail account using https.

D. An employee uses Skype to send an instant message to a friend at a competitor site.

Answer(s): B




11. How are permissions to user-defined objects granted to individual users?

A. The administrator must manually assign permissions.

B. They are granted through Active Directory.

C. A custom role must be created to grant access.

D. Permissions are automatically assigned by role.

Answer(s): A

12. Where are evaluation results stored?

A. Production database

B. Evidence database

C. Reporting database

D. Response database

Answer(s): A

13. Which two fields are common to all asset types? (Select two.)

A. Confidentiality

B. Asset Location

C. Asset Administrator

D. Authentication

E. Access Vector

Answer(s): A,B



14. The dashboard run date is displayed in which format?

A. the date and time of the local computer

B. the date and time format of the application server

C. the Coordinated Universal Time (UTC) date and time

D. the date and time of the Data Processing Service computers

Answer(s): B

15. Which three are components of a Reconciliation Rule? (Select three.)
A. Select Asset Filter
B. Save in: Folder Selection
C. Asset Type
D. Rule Type

E. Set Asset Group

Answer(s): B,C,.D

16. Which two functions does Data Owner Exception provide? (Select two.)

A. Allows individuals to send confidential data about a family member

B. Allows data owners to send or receive their own data

C. Prevents individuals from sending confidential data to a group of recipients in the recipient list

D. Allows individuals to send confidential data to any recipient



E. Prevents confidential data from being sent to the wrong recipient

Answer(s): B,E

17. Where can a Data Loss Prevention administrator configure the throttling option for a DLP
Agent?

A. Discover Target Configuration page
B. Agent Filtering section
C. Agent Configuration section

D. Symantec Management Platform

Answer(s): C

18. Which command line diagnostic utilities would give a user the operating system version of the
detection servers?

A. SC.exe
B. Log Collection Utility
C. NormalizationConfigCheck.exe

D. Environment Check Utility

Answer(s): D

19. Which two detection condition types match on all Envelope, Subject, Body, and Attachment
components? (Select two.)

A. Exact Data Match

B. File Name



C. Indexed Document Match

D. Data Identifier

E. Keyword

Answer(s): D,E

20. What is required to assign permissions to the asset system?

A. group

B. role

C. user/group

D. role and user/group

Answer(s): D




